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1. DATELE DE IDENTIFICARE A TITULARULUI DIPLOMEI
INFORMATION IDENTIFYING THE HOLDER OF THE DIPLOMA

Numele de familie la nastere Numele de familie dupa casatorie (daca este cazul)
Family name(s) at birth Family name(s) (after marriage) (if applicable)

1.1a] | 11|
Initiala (initalele) prenumelui (prenumelor) tatalui / mamei Prenumele
Initial(s) of father's/mother’s first name(s) First Name(s)

1.2a | 1.2b|
Data nasterii (anul / luna / ziua) Locul nasterii (localitatea, judetul/sectorul, tara)
Date of birth (year / month / day) Place of birth

1.3a| | | | 1.3b|
Numarul matricol Codul numeric personal (CNP) Anul inmatricularii
Student enrollment number Personal identification number Year of enrollment

14| | | 1.5(2025

2. INFORMATII PRIVIND CALIFICAREA

INFORMATION IDENTIFYING THE QUALIFICATION
Denumirea calificarii si (daca este cazul) titlul acordat (dupa promovarea examenului de finalizare a studiilor)
Name of qualification and (if applicable) title awarded (after passing the final examination)

2.1 |SECURITATE CIBERNETICA / MASTER

CYBER SECURITY / MASTER DEGREE
Domeniul de studii Programul de studii
Field of study Programme of study

2.2a|lInginerie electronica, telecomunicatii si tehnologii | 2.2b|Securitate cibernetica (in limba engleza)
informationale
Electronic Engineering, Telecommunications and Cyber Security (in english)
Information Technologies
Numele si statutul institutiei de invatamant superior care Facultatea care organizeaza examenul de finalizare a
acorda diploma (in limba romana) studiilor
Name and status of awarding institution Faculty administering the final examination

2.3a|Universitatea "Transilvania” din Brasov - 2.3b|FACULTATEA DE INGINERIE ELECTRICA Sl STIINTA
universitate publica acreditata CALCULATOARELOR
"Transilvania" University of Brasov - Acredited public Faculty of Electrical Engineering and Computer Science
university
Numele si statutul institutiei de invatamant superior care a Facultatea care a asigurat scolarizarea (daca difera de
asigurat scolarizarea(daca difera de 2.3a, in limba romana) 2.3b)
Name and status of institution administering studies Faculty administering studies (if different from 2.3b)

(if different from 2.3a)

24a 24b
Limba (limbile) de studiu / examinare
Language(s) of instruction / examination

2.5 |Engleza
English
3. INFORMATII PRIVIND NIVELUL CALIFICARII
INFORMATION ON THE LEVEL OF THE QUALIFICATION
Durata oficiala a programului de studii si numarul de
Nivelul calificarii credite de studiu transferabile (conform ECTS/SECT)
Level of qualification Official length of the programme of study and number of
ECTS credits

3.1|Ciclul Il - Studii universitare de masterat, nivel 7 CNC| 3.2|2 ani/ 120 ECTS

Cycle Il - Master Studies, 7th EQF level 2 years/ 120 ECTS

Conditii de admitere / inscriere




Access requirement(s)

3.3|Diploma de licenta / inginer + concurs de admitere
Bachelor Studies / Long-term higher education + admission examination
4. INFORMATII PRIVIND CURRICULUMUL SI REZULTATELE OBTINUTE
INFORMATION ON THE CURRICULUM AND RESULTS GAINED
Forma de invatamant
Mode of study
4.1 Cu frecventa
Full time
Rezultatele invatarii asigurate prin programul de studii
Learning outcomes of the study programme
4.2 Gestioneaza securitatea sistemului, Defineste politici de securitate, Implementeaza gestionarea riscurilor in TIC, Efectueaza
audituri in TIC, Gestioneaza conformitatea cu standardele de securitate in Tl, Realizeaza conservarea dispozitivelor digitale in
scopuri criminalistice, Mentine planul pentru continuitatea operatiunilor, Protejeaza dispozitive TIC, Raspunde la incidentele
din cloud, Solutioneaza probleme, Demonstreaz spirit antreprenorial.
Manage system security, Define security policies, Implement ICT risk management, Perform ICT audits, Manage compliance
with IT security standards, Performs preservation of digital devices for forensic purposes, Maintain your business continuity
plan, Protects ICT devices, Responds to cloud incidents, Troubleshoot, Demonstrate entrepreneurial spirit.
Detalii privind programul absolvit, calificativele/ notele/ creditele ECTS/SECT obtinute
(conform Registrului matricol al facultatii /departamentului, volumul nr. /)
Programme details and the individual grades/ marks/ ECTS/SECT credits obtained
(according to Faculty / Departament Student Records, volume no. /)
43 3Total ore Nr. credite
Number of Number of
hours Nota /Grade ECTS/SECT
Nr. |Denumirea disciplinei Credits
No | Subject Sem | Sem I Sem | Sem |l
C SLPP 1st sem 2nd sem 1st sem 2nd sem
Anul | (An universitar 2025-2026)
15t year of study ( 2025-2026academic year)

1 Fundamente de criptografie scenarii de aplicare 8 8 5
Fundamentals of cryptography application scenarios Bt - -
Securitatea cibernetica a sistemelor si serviciilor informatice

2 28 | -,28,14 - 6 -
Cyber security of computer systems and services
Gestionarea identitatii si accesului in spatiul virtual

3 Identity and access management in the virtual space 28 -28,- - o -

4 Tipuri de atacuri si amenintari cibernetice 14 14 4
Types of cyber attacks and threats T B B
Etica si integritate academica

S | Ethics and academic integrity 14 A - 4 -
Practica

6 Practical Placement 0 -=-140 B 6 B
Gestionarea incidentelor de securitate cibernetica

7 Cyber security incident management 141 14,14 - - 4

8 Securitatea retelelor si izolarea perimetrala 8 8 5
Networks security and perimetral insulation B B B
Securitatea infrastructurilor critice

9 Security of critical infrastructures 14 -14,- - - 4
Securitatea sistemelor de control industrial

10 Security of industrial control systems 14 -28,- B B 4

11 Gestionarea proceselor de afaceri 14 3
Business process management R B B
Practica Il

12 Practical Placement Il 0 -=140 B B 6
Tehnologii securizate de web si internet

13 Secure Web and Internet Technologies 28 -14,- B B “)
Securitate in programare si securitatea aplicatiilor

13 Programming security and application security 28 -14,- - - )

4
Promovat cu media: 4) ' Total credite /Total ECTS/SECT 60
Pass, average grade per academic year credits




44

3ITotal ore Nr. credite
Number of Number of
hours Nota /Grade ECTS/SECT
Nr. |Denumirea disciplinei Credits
No |Subject Sem | Sem I Sem | Sem |I
c SLPP 1stsem | 2nd sem 1stsem | 2nd sem
Anul Il (An universitar 2026-2027)
2Mdyear of study ( 2026-2027 academic year)
IT forensics
1 IT forensics 14 -14.- - 4 B
Tehnici de prelucrare a datelor si invatare automata aplicate
2 |in securitate cibernetica 28 -28,- - 5 -
Data processing and machine learning techniques applied in
cyber security
Hacking etic si audit de securitate
3 | Ethical hacking and security audit 14 1 -14,28 - 4 B
Asigurarea informationala si managementul riscului
4 |information security and risk management 14 - 14 - 4 -
Practica | - Proiectimersiv de securitate cibemetica
S Internship | — Cyber Security Immersive Project 0 --140 - 6 -
Analiza malware
6 |Maiware analysis 14 -14,- - (@) -
Securitatea cibernetica a dispozitivelor mobile
6 Mobile device cybersecurity 14 -14,- - (4) -
7 Protectia datelor si legislatia privind securitatea 14 14 3
Data protection and security legislation " - ®) B
7 Arhitectura organizatiei si performanta afacerii 14 14 3
Organizational architecture and business performance aa - ©) -
Practica Il
8 Internship Il 0 -=140 B - 10
9 Practica pentru elaborarea lucrarii de disertatie 0 112 10
Practice for the dissertation elaboration o B -
Elaborarea lucrarii de disertatie
10 | pissertation Accomplishment 0 - 112 B - 10
4
Promovat cu media: 4) . Total credite /Total ECTS/SECT 60
Pass, average grade per academic year credits
ia® d tudiil derat3
Promovat: Media®’ de promovare a studiilor (ponderata .
Da cu puncte de credit): Total credite: 120
Pass: Yes Overall average grade (credit-weighted Total
average) ECTS/SECT
credits:

Sistemul de notare si, daca sunt disponibile, informatii privind distributia statistica a notelor

Grading scheme and, if available, grade distribution guidance

Notarea unei discipline se face pe o scara de la 10 la 1, notele acordate fiind numere intregi; nota minima de

promovare este 5, iar nota maxima este 10.

Media minima de promovare a anilor de studii pentru promotia domeniul de studii Inginerie electronica, 5
telecomunicatii si tehnologii informationale, programul de studii SECURITATE CIBERNETICA (IN LIMBA ENGLEZA)
este, iar media maxima este titularul fiind clasat pe locul din total absolventi

Grades are integer numbers and given on a scale from 10 (the highest grade) to 1 (the lowest grade), the lowest passing grade
is 5.The passing overall average grades for the class of field of study Integrated Electronics and Communication Systems,
study programme CYBER SECURITY (IN ENGLISH) are: lowest average: (out of 10) and highest average: (out of 10).

The degree holder is ranked out of graduates.

5.1 -

5. INFORMATII SUPLIMENTARE
ADDITIONAL INFORMATION

Informatii suplimentare
Additional information

Alte surse pentru obtinerea mai multor informatii
Further information sources

5.2‘

http://www.unitbv.ro
http://iesc.unitbv.ro

L.S.



http://www.unitbv.ro/
http://iesc.unitbv.ro/

6. INFORMATII PRIVIND DREPTURILE CONFERITE DE CALIFICARE SI DE TITLU (daca este cazul)

INFORMATION ON THE FUNCTION OF THE QUALIFICATION AND DEGREE (if applicable)

Posibilitati de continuare a studiilor (dupa promovarea examenului de finalizare)

Access to further study (after passing the final examination)

Ciclul Il - Studii universitare de doctorat

Cycle lll - PhD Studies

Statutul profesional

Professional status

6.2|Dreptul de a profesa potrivit calificarii si titlului acordat, conform competentelor asigurate prin programul de studii.

6.

—_

The right to practice according to granted diploma and acquired competence,according to the learning outcomes of the

study program.
7. LEGALITATEA SUPLIMENTULUI
CERTIFICATION OF THE SUPPLEMENT
Functia Semnatura Functia Semnatura
Position Signature Position Signature
Rector Secretar sef universitate
71 Rector 7.2 University Registrar
Decan Secretar gef facultate
7.3 Dean 74| Faculty Registrar
6) Nr. si data eliberarii Stampila sau sigiliul oficial
6) No., dated. Official stamp or seal
7.5|Acest document contine un numar de 5 pagini
7.6 L.S.
This document consist of 5 pages

1) Denumirea institutiei de invatamant superior care a asigurat scolarizarea si care elibereaza suplimentul la diploma.

1) Name of institution administering studies and provided diploma suplplement.

2) Se va completa de catre institutia de invatdmant superior care elibereaza diploma. Aceasta trebuie sa verifice legalitatea tuturor inscrisurilor de pe diploma si de pe suplimentul la diploma.
2) To be filled in by the awarding institution that must check the legality of all information provided in the diploma and the diploma supplement.

3) Se va mentiona numarul total de ore, din care: numarul total de ore de studiu individual(SI); numarul total de ore de activitati tutoriale(AT); numarul total de ore de teme de control(TC); numarul total de
ore de activitati aplicative asistate(AA).
3) It shall be mentioned the total hours of which: total hours for Individual Study (Sl); total hours for Tutorials (AT); total hours for Assessment Tasks (TC), total hours for Assisted Practical Activities (AA).

4) Media anuala cu doua zecimale, fara rotunjire (medie ponderata cu puncte de credit).

4) Average grade per academic year, with two decimals and without rounding off.

5) Medie generala cu doua zecimale, fara rotunjire.

5) Overall average grade with two decimals and without rounding off.

6) Se va completa de catre institutia care a asigurat scolarizarea titularului.

6) To be filled in by the institution administering studies.

Suplimentul la diploma se va redacta pe format A4 (fata/verso), se va numerota si se va stampila pe fiecare pagina pe coltul din dreapta jos (L.S.), cu acelasi specimen de la 7.6.

Diploma Supplement shall be printed on both sides of an A4 paper format and shall be numbered and stamped on each page in the right bottom corner (L.S.), with the same specimen from 7.6.



8. INFORMATII PRIVIND SISTEMUL NATIONAL DE INVATAMANT
INFORMATION ON THE NATIONAL EDUCATION SYSTEM

& Form are continua — Continuing Professional Training
age
— 31/ A
= Ciclul Ill — Studii universitare de doctorat
PhD Studies
— 29/
30 N » . "
Ciclul Il — Studii universitare de masterat
Master Studies
— 24/
25 | invaamant
| a5 Ciclul | = Studii universitare de licenta terfar
L * (‘) nonuniversitar
23 Bachelor studies ! 3
” Peost secondary
T ) T(") T () = sacund
4 T |
2 Tnvétamant secundar superior nvatamant secundar superior invaﬁm ant secundar superior — invatamant
g e aliaad 4 R \pper secordary education profesional —
Dttt m;m;};umam Miftary, Artistic, Technological, Sports. Vooatinal
Pedagogigacal) sducation
— 14/
15
invatamant secundar inferior (gimnazial) — Lower secondary edlication
— 10/
11
Tnvatamant primar —Primary education
[ &6
Educafie timpurie (0 - 6 ani} — Early education (from 0 to & years)
—
EDUCATION SYSTEM IN ROMANIA

PREZENTARE GENERALA A SISTEMULUI NATIOMAL DE INVATAMANT SUPERICR
Overview of the national higher education system

Accesul in invétamantul superior se bazeazé pe diploma de bacalaureat (obtinuté la sfarsitul invat&mantului secundar superior), iar accesul la programe de master se bazeazé pe diploma
obtinutd dupa finalizarea studiilor de licenta (BA/BSc/BEng).

Access lo higher education is based on the baccalaureale dipbma (oblained at the end of upper secondary education) and acces s lo master programmes is based on the bachelor degree
(BA/BSc/BEng)

Studiile universitare de licenta (BA/BSc/BEng) presupun 180-240 de puncte de credit, calculate in conformitate cu sistemul european de credite transferabile (ECTS/SECT) si se finalizeaza
prin nivelul 6 din cadrul european al calificarior pentru invétare pe tot parcursu vietii (EQF/CEC).

Bachelor studies (BA/BSc/BEng) presuppose 180-240 credit points, calculated in accordance with the European Credit Transfer System (ECTS/SECT), and ends with the level 6 from the
European Oualffications F for lifelong I ing (EQF/CEC).

Studiile universitare de master (MA/MSe/MEng) presupun 60-120 puncte de credit, calculate in conformitate cu sistemul european de credite transferabile (ECTSISECT) § se finalizeazi
prin nivelul 7 din EQF/CEC.

Master studies (MAMScMEng) presuppose 60-120 credit points, calculated in accordance with the European Credit Transfer System (ECTS/SECTY, and ends with the level 7 EQF/CEC.

Pentru profesii reglementate prin norme, recomandéri sau bune practici europene, studile universitare de licentd si masterat pot fi oferite comasat, intr-un program unitar de studii
universitare cu o duratd cuprinsa intre 5 ¢ 6 ani, la invatamantul cu frecventa, diplomele obtinute find echivalente diplom ei de master (in urmatoarele domenii de studiu: Medicinag - 360 de
ECTS/SECT, Stomatologie - 360 de ECTS/ISECT, Farmacie - 300 ECTS/SECT, Medicing Veterinara - 360 ECTS/SECT, Arhitectura - 360 ECTSISECT).

For professions regulated by European norms, regulations or good practices, bachelor (BA/BSe/BEng) and master studies (MAMSe/MEng) can be provided as part of a 5 to 6 year full-time
programme of study, thus diplomas are recognised as master's degree certificates (the following flelds of study are considere ci: Medicine - 360 ECTS/SECT, Dentistry - 360 ECTS/SECT,
Pharmacy - 300 ECTS/SECT, Veterinary Medicine - 360 ECTS/SECT, Architecture - 360 ECTS/SECT).

Studiile universitare de doctorat conduc la o tez# de doctorat, iar candidalii care finalizeazd primese diploma de doctor. Studiile universitare de doctorat permit dobandirea unei calficéri de
nivelul & din EQF/CEC.

PhD studies resull in a doctoral research thesis, while successful candidate s are awarded a PhD diploma. Doctoral stuciies allow obtaining a qualfication at level 8 EQF/CEC.
Sistemul de invatamant superior romanesc este un sistem deschis. Toate universitatile din Romania folosesc Sistemul Eurcpean de Credite Transferabile (ECTS/SECT).
The Romanian higher education system is an open system. All Romanian universities use the European Credit Transfer System (EC TS/SECT).

Programele de studii universitare pot fi organizate, dupa caz, conform reglementarilor legale in vigoare, la urmatoarele forme de Tnvatam ant: cu frecventa, cu frecventa redusa i la distanta.
University prog s can be organized. as appropriate, according to legal regulations. at the following forms of education: full time, part time and distantly.
De asemenea, universitatile ofera programe de formare profesionala continua, pe baza cererilor de pe piata muncii.

Universities also provide continuing professional fraining programmes based on the market demands

L.S.

(*) In conformitate cu Legea nr.1/2011

According to Law no. 1/2011.
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