ROMANIA

MINISTERUL EDUCATIEI
Ministry of Education
UNIVERSITATEA "LUCIAN BLAGA" DIN SIBIUY
"LUCIAN BLAGA" UNIVERSITY OF SIBIU

SUPLIMENT LA DIPLOMA
DIPLOMA SUPPLEMENT

2 Acest supliment insoteste diploma
cuseria ______nr.

This Supplement is for djploma
series no.

1. DATE DE IDENTIFICARE A TITULARULUI DIPLOMEI
INFORMATION IDENTIFYING THE HOLDER OF DIPLOMA

Numele de familie la nastere Nume de familie dupa cdsétorie(dacd este cazul)
Family name(s) at birth Family name(s) (after marriage) (if applicable)
L1a XXX | L1b| XXX
Initiala (initialele) prenumelui (prenumelor) tatdlui/mamei Prenumele
Initial(s) of the father's / mother's first name(s) First name(s)
[ x ] 12 o
Data nasterii (anul/luna/ziua) Locul nasterii (localitate, judetul/sectorul, tara)
Date of birth (year/month/day) Place of birth
13 #x | #x | #t | 1.3b XXX
Numar matricol Codul numeric personal (CNP) Anul inmatriculdrii
Student enrolment number Personal identification number Year of enrolment
14| 123456 [ 1234567890 | 15| YYYY

2. INFORMATII PRIVIND CALIFICAREA
INFORMATION IDENTIFYING THE QUALIFICATION

Denumirea calificarii si (dacd este cazul) titlul acordat (dupd promovarea examenului de finalizare a studiilor)
Name of qualification and (if applicable) title awarded (after passing the final examination)

21 SECURITATE CIBERNETICA, MASTER
CYBERSECURITY, MASTER DEGREE
Domeniul de studii Programul de studii
Field of study Programme of study
2.2 INFORMATICA 2.2b SECURITATE CIBERNETICA
INFORMATICS CYBERSECURITY
Numele si statutul institutiei de invatdmant superior care
elibereaza diploma (in limba romanad) Facultatea care organizeaza examenul de finalizare a studiilor
Name and status of awarding institution Faculty administering the final examination
UNIVERSITATEA "LUCIAN BLAGA" DIN SIBIU

- w FACULTATEA DE STIINTE
2.3a|UNIVERSITATE PUBLICA ACREDITATA 2.3b

"LUCIAN BLAGA" UNIVERSITY OF SIBIU
ACCREDITED PUBLIC UNIVERSITY

FACULTY OF SCIENCE

Numele si statutul institutiei de invatdmant superior care Facultatea care a asigurat scolarizarea (daca difera de 2.3b)
a asiqurat scolarizarea (dacd diferd de 2.3a, in limba romand) Faculty administering studies (if different from 2.3b)
Name and status of institution administering studies (if
different from 2.3a)
2.4a | XXXX 2.4b| XXXX
XXX XXXX

Limba (limbile) de studiu / examinare
Language(s) of instruction / examination

2.5 [Englezé/ English
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3. INFORMATII PRIVIND NIVELUL CALIFICARII
INFORMATION ON THE LEVEL OF THE QUALIFICATION

Durata oficiald a programului de studii 5i numarul de credite

Nivelul calificdrii de studii transferabile ( conform ECTS/SECT)
Level of qualification Official lenght of the programme of study and number of
ECTS/SECT credits
3.1 [STUDII UNIVERSITARE DE MASTERAT — 7 EQF/CEC- 3.2 |4 SEMESTRE, 120 CREDITE
MASTER STUDIES - 7 EQF/CEC- 4 SEMESTERS, 120 CREDITS
Conditjile de admitere / Acces requirement(s)
33 OBTINEREA CALIFICATIVULUI ADMIS LA PROBA ORALA SI MEDIA EXAMENULUI DE LICENTA
| SUCCESSFUL COMPLETION OF THE ORAL MASTER ENTRANCE EXAM AND THE AVERAGE GRADE OF THE BACHELOR EXAM
4. INFORMATII PRIVIND CURRICULUMUL SI REZULTATELE OBTINUTE
INFORMATION ON THE CURRICULUM AND RESULTS GAINED
Forma de invatdmant
Mode of study
4.1 CU FRECVENTA
FULL-TIME LEARNING
Competentele asigurate prin programul de studii
Learning outcomes of the study programme
4.2 |Competente profesionale:

1.Adund date pentru scopuri criminalistice
2.Analizeazd sisteme TIC

3.Aplica ingineria inversd

4.Aplicd teoria sistemelor de TIC

5.Asigura administrarea adecvatd a documentelor
6.Asigurd depanare

7.Asigurd securitatea informatiilor sensibile despre clienti
8.Defineste cerinte tehnice

9.Defineste criterii privind calitatea datelor
10.Defineste politici de securitate

11.Dezvoltd strategia de securitate a informatiilor
12.Efectueazd analiza riscurilor

13.Efectueaza audituri in TIC

14.Efectueaza teste de securitate TIC
15.Furnizeaza consultanta in TIC

16.Gestioneazd arhitectura de date in TIC
17.Gestioneazd planurile de recuperare in urma dezastrelor
18.Identificd punctele slabe ale sistemelor TIC
19.Identifica riscurile la adresa securitdtii TIC
20.Implementeaza gestionarea riscurilor in TIC
21.Interpreteaza texte tehnice

22.Intretine managementul identitétilor in TIC
23.Mentine securitatea bazei de date
24.Monitorizeazd performantele sistemului
25.Prezinta rapoarte privind rezultatele testelor
26.Protejeaza resursele de pe platformele cloud
27.Realizeazd analize de date

28.Realizeazd depanare TIC

29.Rezolva probleme ale sistemelor TIC

30.Se ocupé de calitatea sistemelor de TIC
31.Stabileste un plan de securitate a TIC
32.Utilizeaza instrumente de securitate
33.Utilizeaza programare pe baza de scripturi
34.Tine pasul cu cele mai recente solutii privind sistemele informatice

Competente transversale:

1.De responsabilitate, initiativa si autonomie in indeplinirea sarcinilor profesionale si in luarea deciziilor in vederea solutiondrii prompte a situatiilor de criza, la nivel
organizational, ocupational si individual

2.De rezolvare a problemelor la nivel individual, ocupational si organizational, in functie de context

3.De comunicare si relationare cu clientii, in contexte (inter)culturale ocupationale si paliere ierarhice diverse

4.De autocontrol a procesului de invdtare, de diagnoza a nevoilor de formare continud si de analiza reflexivd a propriilor nevoi de formare, pentru adaptarea competentelor
profesionale la cerintele pietei si dinamica contextului socio-ocupational

5.De executare a unor sarcini profesionale complexe, in conditii de autonomie si de independenta profesionald

6.De asumare de roluri/functii de conducere a activitdtii grupurilor profesionale sau a unor organizatji/ institutii

7.De asigurare a calitdtii serviciilor

8.De cunoastere si respectare a eticii profesionale din domeniul de activitate

Drfs ; / ¢
e.
Pr P
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1.Collect data for forensic purposes
2.Analyze ICT systems

3.Apply reverse engineering

4.Apply ICT systems theory

5.Ensures proper document management
6.Ensure troubleshooting

7.Ensures the security of sensitive customer information
8.Define the technical requirements
9.Define data quality criteria

10.Define the security policy

11.Develop the information security strategy
12.Perform risk analysis

13.Perform ICT audits

14.Carry out ICT security tests

15.Provides ICT consultancy

16.Manage the data architecture in ICT
17.Manage disaster recovery plans
18.Identify the weaknesses of ICT systems
19.Identify ICT security risks
20.Implement risk management in ICT
21.Interprets technical texts

22.Maintain identity management in ICT
23.Maintain database security

24.Monitor system performance
25.Presents test results reports
26.Perform data analysis

27.Carry out ICT troubleshooting

28.Solve problems of ICT systems
29.Protects resources on cloud platforms
30.1t deals with the quality of ICT systems
31.Establish an ICT security plan

32.Use security tools

33.Use scripting

34.Keep up with the latest IT solutions

Tr sal comp e.

1.Responsability, initiative and autonomy, in professional task fulfillment and decision making, in order to promptly resolve crisis situations, at organizational, occupational
and individual level

2.Ability to solve problems at individual, occupational and organizational level, depending on the context

3.Communication and relationship skills with clients, in various (inter)cultural occupational contexts and hierarchy positions

4.To be able of self-control the own learning process, to diagnose the training needs and to analyze and reflect over the training needs, for adapting professional skills to the
requirements of labor market and dynamics of the socio-occupational context

5.To execution professional duties, under conditions of autonomy and independence

6.To assume roles/ functions of professional activity of groups or organizations/ institutions

7.To assure the quality of services

8.To know and respect the professional ethics in the field of activity

Detalii privind programul absolvit, calificativele / notele / creditele ECTS/ SECT obtinute (conform Registrului matricol al facultdtii / departamentului, volumul nr.

/ Drept )

Programme details and the individual grades / marks / ECTS/ SECT credits obtained (according to Faculty Student Records, volume no. X )
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4.3

. T * Total ore Nota / Nr. credite /
Nr. |Denumirea disciplinei urner vl
Number of hours Grade T/ reirdit
No. |Subject c S LP.P Sem I Sem II Sem I Sem II
Y 1%sem | 2" sem | 1% sem | 2" sem
ANUL I (anul universitar )
1% YEAR ( academic year )
Introducere in securitate cibernetica /
! Cybersecurity introduction 28 14 7
Securitatea sistemelor informatice /
2 Security of Information Systems 28 28 8
Administrarea informatiilor publice /
3 Open Source Intelligence 14 28 7
Securitate in cloud /
4 Security in cloud 28 28 8
5 Programarea sistemelor criptografice / 14 28 7
Programming Cryptographic Systems
Sisteme inteligente n analiza riscului /
6 Intelligent Systems in Risk Analysis 14 28 6
; Securitate cibernetica si razboi cibernetic / 28 28 7
CyberSecurity and Cyber Warfare
Analiza vulnerabilitatii sistemelor informatice /
8 . - 28 28 7
Vulnerability analysis of computer systems Optional 1
9 Proiectarea sistemelor guvernamentale de securitate / P 28 28 7
Design of Governmental Security Systems
Practica /
101 practical activity B B 3
P 4)
Promovat cu media: ) Total credite / Total ECTS/SECT crediits
Pass average grade per academic year =
ANUL II (anul universitar )
2™ YEAR ( academic year )
1 Securitatea bazelor de date distribuite / 28 28 7
Security of Distributed Databases .
- - - — Optional 2
) Securitate si confidentialitate / 28 08 7
Security and privacy
Protejarea retelelor de calculatoare /
3 Computer Network Defence 28 28 7
4 Etica profesionala si proprietatea intelectuala / 14 4
Professional ethics and intelectual property -
s Prevenirea in modelele de securitate cibernetica / 14 14 6
Prevention in cybersecurity models
6 Managementul riscurilor si daunelor. Rezilienta organizationala / 14 28 6
Risk and Damage Management. Organizational Resilience
; Auditul sistemelor IT si managementul riscurilor de securitate / 2 2
IT Systems Audit and Security Risk Management 7
Securitatea aplicatiilor web /
8 Web Applications Security 12 24 7
Criminalitate digitala /
° Digital Forensics 24 24 7
Management de securitate /
10 9 24 12 6
Security management .
— - - — Optional 3
1 Management de proiect in securitate cibernetica / 24 12 6
Project Management in cybersecurity
Pregatirea lucrarii de dizertatie /
12 . . X ’ - - 3
Disertation preparation
Discipline facultative transversale la propunerea ULBS/
Transversal facultative subjects proposed by ULBS.
13 Limba straind (secundard) I/ 28
Foreign language (secondary) I -
14 Tehnici de prezentare / 28
Presentation technigues -
Educatie digitald /
15 Digital education - 28
16 Retoricd argumentare si dezbatere / 28
Rhetoric. argumentation and debate -
17 Limba strdind (secundar) II / 28
Foreign language (secondary) IT -
18 Limba romand. Compozitie si stil / 28
Romanian language. Composition and style -
Scriere academica /
19 pcademic writing - 28
20 Echitate sociala si nondiscriminare / 28
Social equity and non-discrimination -

Promovat cu media: ¥
Pass average grade per academic year =

Total credite / Total ECTS/SECT crediits

Promovat: Media™ de promovare a studiilor
' (media ponderatd cu punctele de credit)
Passed: Ovrerall average grade (credit-weighted average - if available):

Total credite:

Total ECTS/SECT
credits
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IStemul de notare, 51, daca sunt disponibile, INformagil privind distributia statistica @ notelor
Grading scheme and, if available, grade distribution guidance

4.4[Notarea unei discipline se face pe o scala de Ia 10 Ia 1, notele acordate fiind numere intregi.

Nota minima de promovare este 5, iar nota maxima este 10.
Media minima de promovare a anilor de studii pentru promotia
specializarea Antrenament si Performanta

este , iar media maxima este .
Titularul fiind clasat pe locul din totalul de absolventi.

’

Grading scale from 10 to 1, all grades being integers.

The minimal pass is 5,00, and the highest grade is 10,00

The minimal pass for the class of __

specialty Training and Performance

was and the highest grade was .

The holder was classified on position___ from the total number of __graduates.
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5.1

5. INFORMA[ 1l SUPLIMENIARE
ADDITIONAL INFORMATION

Informatii suplimentare Alte surse pentru obtinerea mai multor informatii
Ad(ditional information Further information sources
www.ulbsibiu.ro
5.2

6.

—-

6.2

6. INFORMATII PRIVIND DREPTURILE CONFERITE DE CALIFICARE SI DE TITLU (dacd este cazul)
INFORMATION ON THE FUNCTION OF THE QUALIFICATION AND DEGREE (if applicable)

Posibilitdti de continuare a studiilor (dupd promovarea examenului de finalizare)
Access to further study (after passing the final examination)

studii de

studies

Statutul profesional
Professional status

Posesorul acestui supliment la diploma (anexa obligatorie a diplomei de absolvire) poate sa isi desfasoare activitatea profesionald pe orice post in conformitate cu
competentele asigurate prin programul de studii prin calificdrile si titlul acordat.

The holder of this diploma supplement (compulsory annex of the graduation diploma) can carry out his professional activity in any position in accordance with the
competencies provided by the study program through the qualifications and the title awarded.
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7. LEGALITATEA SUPLIMENTULUI
CERTIFICATION OF THE SUPPLEMENT

Functia Semndtura Functia Semndtura
Position Signature Position Signature
7.1|RECTOR 7.2 |Secretar sef universitate
RECTOR University Registrar
XXX XXX
7-3| DECAN 7.4 |Secretar sef facultate
DEAN Faculty Registrar
XXX XXX
N, si data eliberérii Stampila sau sigiliul oficial
No., dated Official stamp or seal
7.5 7.6 L.S.
/
Acest document contine un numar de pagini.
This document contains a number of pages.

1) Denumirea ministerului si a institutiei de invatamant superior care a asigurat scolarizarea si care elibereaza suplimentul la diploma.
1) Name of ministry and institution administering studies and provided diploma supplement.
2) Se va completa de catre institutia de invatdamant superior care elibereaza diploma. Aceasta trebuie sa verifice legalitatea tuturor inscrisurilor de pe diploma si de pe
suplimentul la diploma.
2) To be filled in by the awarding institution that must check the legality of all information provided in the diploma and diploma supplement.
3) Se va mentiona numarul total de ore, din care: numarul total de ore de curs (C); numarul total de ore de seminar (S); numarul total de ore de lucrdri practice (LP);
numdrul total de ore de proiect (P); etc.
3) It shall be mentioned the total hours of which total hours for courses (C), seminars (S), practical courses (LP), projects (P).
4) Media anuald, cu doud zecimale, fara rotunjire.
4) Average grade per academic year, with two decimals and without rounding off.
5) Media aritmeticd a anilor de studii, cu doua zecimale, fara rotunjire.
5)The arithmetic mean of the study years with two decimals and without rounding off.
6) Se va completa de catre institutia care a asigurat scolarizarea titularului.
6) To be filled in by the institution administering studies.

Suplimentul la diploma se va redacta pe format A4 (fatd/verso), se va numerota si se va stampila pe fiecare pagina, pe coltul din dreapta jos (L.S.), cu acelasi
specimen de la 7.6.

Diploma supplement shall be printed on both sides of an A4 paper format and shall be numbered and stamped on each page on the right bottom corner (L.S.), with
the same specimen from 7.6.

Punctul 4.3 "Detalii privind programul absolvit (conform Registrului matricol al facultdtii, volumul nr. .../...)" va fi completat cu durata corespunzdtoare programului de
studii universitare de master sau cu durata profesiilor reglementate.

The point 4.3 'Programme details and the individual grades/marks/ECTS/SECT credits obtained (according to Faculty Student Records, volume no./)" will be
completed with the appropriate duration of university master's program or with the duration of regulated professions.

L.S.
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8. INFORMATII PRIVIND SISTEMUL NATIONAL DE INVATAMANT
INFORMATION ON THE NATIONAL EDUCATION SYSTEM

A age
| 3y
Formare continud - Continuing Professional Training
| 2y
Ciclul III- Studii universitare de doctorat
PhD studies
A
24/ T
[— | 25 ! L
Ciclul II- Studii universitare de masterat
L 22/
Ciclul I- Studii universitare de licentd Invatdmantul tertial
Bachelor studies nonuniversitar -
" *) Post secondary
18/ T *) T *) *) T < education
nvétamantul secundar superior - nv&t&mantul secundar superior - Invatamantul secundar' superior - Inv&tdmantul
) - Upper secondary education (Military, . .
Upper secondary education (General Upper secondary education istic theolooical profesional - Vocational
education) (Technical) artistic theolog icay, sp orts, education
14/ pedagogical)
fnvétéméntul secundar inferior (gimnazial) - Lower secondary education
| 10/
fnvatamantul primar - Primary education
— 6
Educatia timpurie (0 - 6 ani) - Early education (from O lo 6 years)
— 0

EDUCATION SYSTEM IN ROMANIA

PREZENTARE GENERALA A SISTEMULUI NATIONAL DE INVATAMANT SUPERIOR
Overfew of the nationall higher education system

Accesul la invatdmantul superior se bazeaza pe diploma de bacalaureat (obtinutd la sfarsitul invatdmantului secundar superior), iar accesul la programe de master se bazeaza pe
diploma obtinutd dupa finalizarea studiilor de licentd (BA/BSc/BEng).

Access to higher education is based on the baccalaureate diploma (obtained at the end of upper secondary education) and access to master programmes is based on the bachelor
degree (BA/BS¢/BEng).

Studiile universitare de licenta (BA/BSc/BEng) presupun 180-240 de puncte de credit, calculate in conformitate cu sistemul european de credite transferabile (ECTS/SECT) si se
finalizeaza prin nivelul 6 din cadrul european al calificarilor pentru invatare pe tot parcursul vietii (EQF/CEC).

Bachelor studies (BA/BSc/BEng) presuppose 180-240 crediit points, calculated in accordance with the European Credit Transfer System (ECTS/SECT), and ends with the level 6
from the European Qualifications Framework for lifelong learning (EQF/CEC).

Studiile universitare de master (MA/MSc/MEng) presupun 60- 120 puncte de credit, calculate in conformitate cu sistemul european de credite transferabile (ECTS/SECT) si se
finalizeaza prin nivelul 7 din EQF/CEC.

Master studies (MA/MSc/MEng) presuppose 60-120 credit points, calculated in accordance with the European Credit Transfer System (ECTS/SECT), and ends with the level 7
EQF/CEC.

Pentru profesii reglementate prin norme, recomanddri sau bune practici europene, studiile universitare de licenta si masterat pot fi oferite comasat, intr-un program unitar de studii
universitare cu o duratd cuprinsa intre 5 si 6 ani, la invatamantul cu frecventa, diplomele obtinute fiind echivalente diplomei de master (in urmatoarele domenii de studiu: Medicina
- 360 de ECTS I SECT, Stomatologie - 360-de ECTS I SECT, Farmacie - 300 ECTS I SECT, Medicind Veterinara - 360 ECTS I SECT, Arhitecturd - 360 ECTS I SECT).

For professions regulated by European norms, regulations or good practices, bachelor (BA/BSc/BEng) and master studies (MA/MSc/MEng) can be provided as part of a 5 to 6 year
full-time programme of study, thus djplomas are recognised as master's degree certificates (the following fields of study are considered: Medicine - 360 ECTS/SECT, Dentistry- 360
ECTS/SECT, Pharmacy-300 ECTS/SECT, Veterinary Medicine - 360 ECTS/SECT, Architecture - 360 ECTS/SECT).

Studiile universitare de doctorat conduc la o tezd de doctorat, iar candidatii care finalizeazd primesc diploma de doctor. Studiile universitare de doctorat permit dobandirea unei
calificari de nivelul 8 din EQF/CEC.

PhD studies result in a doctoral research thesis, while successful candidates are awarded a PhD diploma. Doctoral studies allow obtaining a qualification at level 8 EQF/CEC.
Sistemul de invatamant superior romanesc este un sistem deschis.

The Romanian higher education system is an open system.

Toate universitatile din Romania folosesc Sistemul European de Credite Transferabile (ECTS/SECT).

All Romanian universities use the European Credit Transfer System (ECTS/SECT).

Programele de studii universitare pot fi organizate, dupa caz, conform reglementarilor legale in vigoare, la urmatoarele forme de invatdmant: cu frecventd, cu frecventd redusd si
la distantd.

University programs can be organized, as appropriate, according to legal regulations, at the following forms of education: full time, part time and distantly.

De asemenea, universitatile oferd programe de formare profesionald continud, pe baza cererilor de pe piata muncii.

Universities also provide continuing professional training programmes based on the market demands.

(*) In conformitate cu Legea nr. 1/2011
According to Law no. 1/2011

L.S.
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